E:IN D v2

Certified Network Defender

Module 19 : Threat Assessment with Attack Surface Analysis

Eng. Mohammad Khreesha
Twitter: @banyrock

Facebook : http://www.fb.com/khreesha

h - -l
CSSUY
technawi.net



This document was generated automatically by Vizle

E Your Personal Video Reader Assistant
hitps://vizle.offnote.co Learn from Videos Faster and Smarter

Contact us: vizle@offnote.co

VIZLE PRO /BIZ VIZLE FREE PLAN
PDF only
e Convert entire videos """ e Convert videos partially
e Customizeto retain all e Slides may be skipped*
essential content e Usage restrictions

e Include Spoken Transcripts

No Customer support

e Customer support
Visit https://vizle.offnote.co to try free

Visit https://vizle.offnote.co/pricing to learn more Login to Vizle to urilock more slides®



E:ack Surface Analysis Steps

tack surface analysis is an assessment of all possible exploitable vulnerabilities in
organization’s potential attack target.

* Network defenders should conduct attack surface analysis continuously to discover
all possible security risk exposures before attackers attempt to exploit.

* Steps to analyze the attack surface include the following :

1l.Understand and Visualize the Attack Surface: This step involves mapping out
all devices, paths, and networks.

2.ldentify the Indicators of Exposures (loEs): In this step, potential risk
exposures that attackers can use to breach the security of an organization are
identified.

3.Simulate the Attack: This step involves recognizing how the identified loE could
turn to exploit.

4.Reduce the Attack Surface: This step involves implementing appropriate
security controls and countermeasures to reduce the attack surface of a system.
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