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nterprise ldentity and Access Management
igh-level building blocks

Corporate Directory
« LDAP or Active Directory (AD)

Web 550
+ Internal applications
« Web Access Management

Federated 550
« External applications
« Cloud applications
« Standards based AD/LDAP

Multi-factor Authentication

Directory

Automated Provisioning
+ Directory or HRMS driven
« Request & Approval Workflow
« Provision to on-prem and SaaS apps

Compliance/ldentity Governance
« Segregation of Duty
+ Attestation/Access Certification
« Audit & Analytics
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j\dodern |dentity Management & Access
Claim-based access
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Identity Provider (IdP)
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:l,:eeal world example of Claims-Based Identity
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géealm/Security Domain

The circle of trust

Identity Provider (IdP)
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ever of Assurance
hat level of trust do | have..

Identity Provider (IdP)__

ekl Level of Assurance (LOA)

Level 1: Little or no confidence in the asserted identity's validity
Level 2: Some confidence in the asserted identity's validity
Level 3: High confidence in the asserted identity's validity
Level 4: Very high confidence in the asserted identity's validity
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The Claim
ypical content of the claim

Unique User Identifier
Signed with the Identity Provider's certificate
Successful authentication or not

Method of authentication (Level of Assurance)
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